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Who’s In the Room

Higher Ed

K-12
Government
Business Sector




Are you crisis ready?

Events over the past 10-20 years have put pressure
on higher ed (and K-12) to put more effort into
emergency planning and preparedness

National and state legislation have put various
mandates in place with little funding and limited
enforcement

So how do you know if your institution has done
enough and/or the right thing?




Conduct an assessment of your EM
program

Have you conducted an assessment of your
program to see what is done well and where your
gaps are?

Hire a consultant, ask your local EM or a colleague
from a peer institution to do it

Develop a “scorecard”/checklist based on national
standards and best practices

Here are essential program areas that need to be
covered:




Hazard Vulnerability Assessment

Have you conducted and/or updated a hazard

vulnerability assessment (HVA) in the past 12
months?

A HVA is necessary in order to know what hazards
your institution is vulnerable to. Functional and
hazard specific annexes should then be developed

in your emergency operations plan based on the
HVA




Emergency Operations Plan

Do you have an EOP?

Is it updated annually? When was the last time that
it was updated?

Does the EOP contain the critical elements?




Emergency Operations Plan

Letter of Promulgation

Purpose &
Assumptions

Concept of Operations
Regulatory Compliance

Declaration of
Emergency

Support from External
Agencies

X EPS

EOC Activation

EOC Activation Levels
Training/Exercises
Plan Maintenance
Direction & Control
(ICS)

Functional Annexes
Hazard-Specific
Annexes
Attachments



Functional Annexes

Business Continuity Plan

Public Information & Warning/Crisis
Communications
Including ENS policy

Lockdown

Evacuation

Public Health

Security
Mass Care/Sheltering
Resource Management




Hazard-Specific Annexes

Active Shooter/Threat

Fire

Bomb Threat/Suspicious Device
Civil Unrest

Community Health Crisis
Earthquakes

Hazardous Materials
Weather Related Emergencies
Power Outage

Mass Casualty/Death

Cyber Threat

Others????




Attachments

EOC Setup & Security

Forms

Checklists

Campus Plan View

Contact Lists

Internal & External Resource Lists
Training/Exercise Schedule




Functional Needs/ADA

Do your plans include procedures for those with
functional needs?

If assistance is needed, the student/employee should
identify at least twice the number of volunteers who are
willing and able to provide assistance

Institution should provide students and employees with
written directions, maps or floor plans of evacuation
routes and discuss exit paths and alternative exits

Provide first responders with a list of persons that
require evacuation assistance




Maps/Sighage

Do you have evacuation maps and emergency
procedures posted?
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Lockdown Procedures/Active
Shooter

Can you easily lock exterior doors via card access and
interior doors from the inside of the room/office?




First Responder Access

Can first responders quickly access the building?




Public Health/Point of Distribution

Do you have a public health/communicable disease
plan?
Do you have a plan to distribute vaccines,

medications, etc. in the event of a wide-spread
illness (POD)?




Emergency Notification System

Is your system tested at least annually?
Are components checked more frequently?
Are authorized users tested at least monthly?

Opt-in vs Opt-out
Multi-modal components and activation

Do you have pre-crafted messages loaded into the
system for common threats?

How do you alert contractors, contract employees,
visitors?




Crisis Communications

Do you have a written crisis
communications plan?

Pre-crafted templates for likely
emergencies

Emergency website

Call center

Social media/media monitoring
Spokesperson training

Media areas identified




Emergency Contracts

Do you have contracts in place/service level agreements for
critical areas?
Food service
Fuel (vehicles and generators)
Water extraction
Specialty (library, artwork, archives)
Bus service
Sheltering/housing
Heavy equipment
Sanitation




Emergency Operations Center(s)

Do you have a “hot-site” EOC in a hardened facility?

Do you have a back-up and/or off-site EOC?

Do you have an on-site EOC at your Athletics
Complex/Stadium?




EOC/ICP Interface




Incident Command System

There are five (5) major
management functions:

Command Staff
Operations
Planning
Logistics

Finance & Administration "Eﬂmmandmﬂ “ “DECIDERS"

| Operations u Logistics Finance U Planning U

“DOERS”

“"GETTERS™ “PAYERS” “THINKERS"




Travel Abroad Tracking

Do you track employees/students traveling abroad?

International travel policy

Travel registry
Travel insurance/evacuation

Petition process




Utilities

Do you have redundant utility feeds to campus?

Electrical

Water

Natural Gas
Phone
Internet/Network




Behavior Intervention Team
(BIT)/Behavior Assessment Team

(BAT)

One of the most useful tools an institution can
develop to identify, evaluate, and address these
troubling signs is a multidisciplinary campus
Behavior Intervention/Assessment Team




Disaster Recovery

Do you have a written DR Plan?

Is the plan exercised/tested annually
How about equipment (generator, HVAC, etc)

Is data backed up/stored outside the region




Clery Act/HEOA

Are you publishing an annual report prior to
Oct. 17

ENS Policy

Annually test ENS and evac
Timely Warnings

Crime stats




Training

Do you have emergency management training

programs that include:
Basic EM procedures for all employees and students
Advanced EM training for campus first responders
(police, EH&S, facilities, etc.)
Training for EOC staff (FEMA LO363)

Specific training for key areas such as ResLife/Ras and
Emergency Preparedness/Building Coordinators

Training for campus leadership (FEMA G367)




Training

Is training:
Required
Done in live sessions
Conducted on-line
Part of new employee/student orientation
Offered at various times of the year




Exercises/Drills

Do you have a drill and exercise program?

Regular tabletop & functional exercises through-out the
year

A full-scale exercise every 3-5 years

4 fire drills a year for residential buildings (per fire
code) and at least an annual for all other buildings

An annual evacuation drill for the campus (HEOA)

An annual test of your emergency notification system
(HEOA)

Lockdown

Severe Weather
Earthquake, Tsunami




Emergency Planning Process

STEP 1

Form a
Collaborative
Planning Team

Identify
Core
Planning
Team

Engage the
Whole
Community
in Planning

STEP 2
Understand
the
Situation

Identify
Threats
and
Hazards

Assess
Risk

STEP 3

Determine
Goals and
Objectives

Determine
Operational
Priorities

Set Goals
and
Objectives

STEP 4
Plan
Development

e

Develop and
Analyze
Course
of Action

|dentify
Resources

Identify
Information
and
Intelligence
Needs

STEP S

Plan Preparation,
Review, &
Approval

Review
the Plan

Approve
and
Disseminate
the Plan

TEP
Plan
Implementation
& Maintenance

Exercise
the Plan

Review,
Revise, and
Maintain
the Plan




Recovery Plan Considerations

Psychological/Emotional
Academic

Research

Clinical Care

Community Relations
Facilities

Fiscal

Event Management/Athletics




How Long Does This Take?

In the higher ed environment, the process to
be truly crisis-ready usually takes about 3
years

Planning

Training

Exercises

Need annual sustainment as people leave,
retire, promotions




Questions?




Contact

Mark P Bagby

mark@epsamerica.com
314-713-3424

http://epsamerica.com



mailto:mark@epsamerica.com
http://epsamerica.com/
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